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First and foremost, the IEEE 802 would like to salute the FCC for their continued leadership for proposing the use of new and novel technologies such as Dynamic Spectrum Access (DSA), spectrum sensing, geolocation database and beacons for spectrum sharing and enhanced usage of the spectrum for licensed and un-licensed use. 
IEEE 802 has at least two groups which are currently working on defining the specifications that allow DSA and spectrum sharing in the Television Whitespaces in the VHF / UHF bands. 
Overview of the IEEE 802.22 Standard

The IEEE 802.22 standard project (www.ieee802.org/22) is designing a PHY / MAC interface to provide cognitive radio (CR) and Dynamic Spectrum Access (DSA) based wireless access in the TV White spaces. The IEEE 802.22 project on cognitive radio based Wireless Regional Area Networks (WRANs) has three projects under its umbrella. 
The IEEE 802.22.1-2010 standard on enhanced protection of low power licensed devices was completed and published in Nov. 2010. This standard specifies a beaconing protocol to be transmitted in a bandwidth of 77 kHz to indicate the presence of primary users such as the wireless microphones.  
The IEEE 802.22 project is on-track to be completed in the 2011 time-frame.  The WRANs for which this standard is being developed are expected to provide broadband access to data networks using vacant channels in the VHF and UHF bands allocated to the Television Broadcasting Service in the frequency range between 54 MHz and 862 MHz while avoiding interference to the broadcast incumbents in these bands.  The 802.22 devices connect in a point-to-multipoint architecture where the customer premises equipments (CPEs) are controlled by the cetralized base station (BS).  The BS not only controls the operational parameters of all its registered CPEs but also acts as a proxy to the database service.  A CPE reports its location information to the BS and the BS uses this information to query for available TV channels from the database on behalf of the CPE.  The BS manages TV channel selection for its network using an integrated cognitive engine – called the “Spectrum Manager.” Each of the devices on the network is capable of spectrum sensing.  The exact spectrum sensing capability employed is left open to implementation.  However, the BS keeps track of the statistical performance of the spectrum sensing capabilities.  These statistics along with the individual sensing measurements made by the individual devices on the network can be combined to accomplish distributed sensing. The IEEE 802.22 also specifies a mechanism for regular updates from an official incumbent database or in cases where the CPE may be portable and may have changed their location. A variety of techniques are used for acquiring and tracking the location of the devices within the network (e. g. satellite based techniques and terrestrial techniques have been proposed). The IEEE 802.22 systems use DSA to avoid interference in the frequency domain, and On Demand Frame Contention to share resources amongst many WRAN cells in the time domain. 
The IEEE P802.22 project was originally established to address the opportunity of using spectrum available in the TV Whitespaces in one country but the mandate of the project was quickly expanded to pursue worldwide applicability by including the 3 typical TV channel bandwidths: 6, 7, and 8 MHz, fixed and portable operation, thus making the standard potentially suitable for all the countries in the world. A typical WRAN application is a point-to-multipoint broadband access system covering a rural area around a village, within a radius of 10 km to 30 km from the base station depending on its EIRP and antenna height with the PHY implemented in this standard.  With the MAC implemented in this standard, WRAN systems can cover up to a radius of 100 km with proper scheduling of the traffic in the frame. A Base Station (BS) complying with this standard is able to provide high-speed Internet service for up to 512 fixed or portable 802.22 subscribers or groups of devices per TV channel within its coverage area, while meeting the regulatory requirements for protection of the incumbents. The standard includes cognitive radio and DSA techniques to mitigate interference to incumbents, including geolocation capability, provision to access a database of incumbent services, and spectrum-sensing technology to detect the presence of incumbent services, other WRAN systems and IEEE 802.22.1 wireless beacons. Special consideration was given to security for data transmission as well as cognitive functions in the standard. 

The IEEE 802.22 standards project has recognized the challenge in protecting wireless microphone usage during its design and compatibility research.  Spectrum sensing is more suitable than database registration to protect wireless microphone usage due to the dynamic and unpredictable nature of on-location news and emergency reporting.  However, the detection range of the low-power signals is unacceptably shorter than the range of interference potential from a 4 W EIRP WSD.  The IEEE 802.22 standards project has accounted for this difficulty by publishing the IEEE 802.22.1-2010 standard for enhanced protection of low-power devices.  IEEE 802.22.1 specifies a beaconing system that indicates the presence of protected wireless microphones in an area.  The IEEE 802.22 protocol detects and reacts to the IEEE 802.22.1 beacon.

Finally, the IEEE 802.22.2 project is developing a recommended practice for the installation and deployment of wireless regional area networks in the TV bands.

Over the last five years IEEE 802.22 Working Group has gained tremendous amount of knowledge on the technologies that are necessary to successfully develop a standard for efficient usage of the spectrum using new technologies such as DSA, spectrum sensing, access to the database, beaconing etc. 
In response to the FCC Notice of Inquiry (FCC NoI 10-198), here are some of the suggestions that we would like to make:
1. Time, Frequency and Spatial Approach for Interference Management and Spectrum Sharing Required – We support FCC’ s position that effective spectrum sharing and interference management may require the use of all the dimensions that may be available and that are best suited (e. g.  frequency, time, space, sub-space etc.). 
2. Use of Sensing, Database and Beacons Needed to Protect the Primary Users: We support FCC’ s position that all the means for protection of the primary users (e. g. spectrum sensing, database service and beacons for alerting the presence of the primary users) need to be taken into account. (Comparison between sensing, beaconing and database – to be discussed during Wed. PM1) 
3. Co-operative / Distributed Sensing and Spectrum Monitoring: IEEE 802 would like to propose the development of a Country-wide network of distributed sensors that monitors the spectrum and reports any non-standard signals to the FCC official database for further investigation.
4. Spectrum Sensing Technologies: IEEE 802.22 investigated a variety of spectrum sensing techniques such as cyclostationary approaches, higher order statistics, covariance based approaches, energy detection etc. to detect and recognize the signals of interest. The IEEE 802.22 standard specification encourages the use of spectrum sensing for deployment of the WRAN systems. We continue to believe that spectrum sensing will play a very important role in DSA systems. 
Member companies of the IEEE 802.22 are working with other Government agencies such as DARPA to continue the advancements in spectrum sensing technologies. 
5. Database Service: IEEE 802 would like to suggest that 
a. Access model of the TV bands database needs to be defined and developed. No company has as yet developed a complete access model that shows success in the field. Neither has FCC finalized the database service provider. 
b. Push technologies such as synchronous audio and video conferencing as well as instant messaging have been successfully developed and are widely used today. Push technology needs to be considered for DSA systems where the spectrum usage patterns are likely to change more rapidly. Push technology will also reduce the amount of internet traffic, since the database service provider can selectively send messages to the interested parties in case changes to transmit characteristics (e. g. frequency, power etc.) of the devices are needed. 

c. Security aspects and database access – Entities that are present on the internet are susceptible to various kinds of Denial of Service (DoS), cyber attacks and information assurance issues. The level of effort required to stage such attacks are low and the risk of system failure is very high. Hence adequate considerations need to be made to establish a secure connection between the DSA device and the database service. Security aspects such as authorization to access, authentication, identification, data integrity, non-repudiation, confidentiality and privacy need to be considered.
6. DSA in Other Bands: Further investigation to effectively share the spectrum between un-licensed / licensed devices operating in the 3550-MHz – 3650 MHz Bands is needed. 
Whereas the (3550-3650 MHz) bands were recently allocated for licensed broadband wireless access, Dept. of Defense Radars continue to operate in these bands possibly resulting in interference situation. Ways and means need to be defined to ensure co-existence between the radars and the broadband wireless access systems. Due to the nature of the operation of the radars, database service approaches for co-existence will not work. Beaconing and sensing approach seems to be ideally suited in order to ensure co-existence and protection for the radar systems.
The best thing that we could do is to provide the FCC with a copy of the P802.22 Draft to show that Dynamic Spectrum Access can be included in the definition of a wireless standard and that the IEEE 802, in particular 802.22 has gone a long way to defining the conditions and the policies under which it can be done using geolocation and database as well as spectrum sensing.

We could accompany the Draft with a short explanation giving the reasons why RF sensing proved to be so difficult in the TV White Space, that is the large difference in system characteristics (i.e., DTV broadcast stations being unidirectional megawatt stations trying to reach some 70 km coverage radius, 22 dB safety margin at the edge of the DTV coverage contours that could not be compensated for by collaborative sensing to avoid the hidden node problem, very low power wireless microphones (10 dBm) allowed to be attenuated by up to 27 dB while still considered as operating and the lack of interest for the 802.22.1 narrowband (77 kHz) and low power beacon to indicate the presence of these wireless microphones).  RF sensing would be more effective in frequency bands where more homogeneous system characteristics can be found and beaconing would be useful to indicate the presence of systems with highly variable signal levels.
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Abstract


The following document contains the 802.22 press release on completion of the 802.22.1 Standard and the launch of the Sponsor Ballot process for the P802.22 Main standard.
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