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The IEEE 802 would like to acknowledge FCC’ s leadership for proposing the use of new and novel technologies such as Dynamic Spectrum Access (DSA), spectrum sensing, geolocation database and beacons for spectrum sharing and enhanced usage of the spectrum for licensed and un-licensed use. 
In response to the FCC Notice of Inquiry (FCC NoI 10-198), here is some information and suggestions that we would like to make:
Clause 18: Information on the Current State of the Art in Dynamic Spectrum Access Radios
Over the last five years IEEE 802.22 Working Group has gained tremendous amount of knowledge on the technologies that are necessary to successfully develop a standard for efficient usage of the spectrum using new technologies such as Dynamic Spectrum Access (DSA), spectrum sensing, access to the database, beaconing etc.
The IEEE 802.22 standard project (www.ieee802.org/22) has developed a PHY / MAC air interface to provide cognitive radio (CR) and Dynamic Spectrum Access (DSA) based broadband wireless access in the TV White spaces. This project has been concurrent with the FCC’ s proceeding on un-licensed operation in the TV Whitespaces and the resulting proposed standard has optimized robustness and spectrum utilization.  
The IEEE 802.22 membership comprises the entire ecosystem of interested parties such as TV broadcasters, service providers, chip manufacturers, device manufacturers, Department of Defence contractors, Govt. and non-Govt. academic institutions and universities. The 802.22 member organizations not only bring state of the art research to convert these technologies into products but also the knowledge on how to successfully develop and deploy these systems. 

The IEEE 802.22 project on cognitive radio based Wireless Regional Area Networks (WRANs) has three projects under its umbrella. 
1. The IEEE 802.22.1-2010 standard on enhanced protection of low power licensed devices was completed and published in Nov. 2010. 
2. The IEEE 802.22 standard specifying the broadband wireless air-interface is on-track to be completed in the 2011 time-frame.  
3. The IEEE 802.22.2 standard for recommended practice for deployment of 802.22 systems is being developed.  
For more information on the Overview of the IEEE 802.22 Standard, please refer to our website at www.ieee802.org/22 (under the Core Technologies)

Clause 20: Spectrum Sensing Technologies: 
IEEE 802.22 investigated a variety of spectrum sensing techniques such as cyclostationary approaches, higher order statistics, covariance based approaches, energy detection etc. to detect and recognize the signals of interest. The proposed standard has a dedicated Annex that specifies these techniques and provides detailed quantitative performance comparisons using over-the-air captured signals. The IEEE 802.22 standard specification accomodates the use of spectrum sensing for deployment of the WRAN systems. 
We continue to believe that spectrum sensing will play a very important role in DSA systems. 

Member companies of the IEEE 802.22 are working with other Government agencies such as DARPA to continue the advancements in spectrum sensing technologies. 
Clause 22: Co-operative / Distributed Sensing and Spectrum Monitoring: IEEE 802 would like to propose the development of a Country-wide network of distributed sensors that monitors the spectrum and reports any non-standard signals to the FCC official database for further investigation.
Some of the advances that may be considered for future DSA radios are as follows: 
Time, Frequency and Spatial Approach for Interference Management and Spectrum Sharing is Required – We support FCC’ s position that effective spectrum sharing and interference management may require the use of all the dimensions that may be available and that are best suited (e. g.  frequency, time, space, sub-space etc.). 
Use of Sensing, Database and Beacons Needed to Protect the Primary Users: We support FCC’ s position that all the means for protection of the primary users (e. g. spectrum sensing, database service and beacons for alerting the presence of the primary users) need to be taken into account. 
Database Service: IEEE 802 would like to suggest that 
a. Access model of the TV bands database needs to be defined and developed. No company has as yet developed a complete access model that shows success in the field. Neither has FCC finalized the database service provider. 
b. Push technologies such as synchronous audio and video conferencing as well as instant messaging have been successfully developed and are widely used today. Push technology needs to be considered for DSA systems where the spectrum usage patterns are likely to change more rapidly. Push technology will also reduce the amount of internet traffic, since the database service provider can selectively send messages to the interested parties in case changes to transmit characteristics (e. g. frequency, power etc.) of the devices are needed. 

c. Security aspects and database access – Entities that are present on the internet are susceptible to various kinds of Denial of Service (DoS), cyber attacks and information assurance issues. The level of effort required to stage such attacks are low and the risk of system failure is very high. Hence adequate considerations need to be made to establish a secure connection between the DSA device and the database service. Security aspects such as authorization to access, authentication, identification, data integrity, non-repudiation, confidentiality and privacy need to be considered.
We have looked at all these models and security aspect for the database needs to be very well defined. 
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Abstract


The following document contains the 802.22 press release on completion of the 802.22.1 Standard and the launch of the Sponsor Ballot process for the P802.22 Main standard.
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