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 [modify Clause 2 as follows (comments 9, 11, and 176)]
[-------------------------------------Start of Text Modification---------------------------------]
The following referenced documents are indispensable for the application of this document. For dated references, only the edition cited applies. At the time of publication, the editions indicated were valid. All standards and specifications are subject to revision, and parties to agreements based on this standard are encouraged to investigate the possibility of applying the most recent editions of the references listed below.
IEEE Std 802.22.1™-2010, IEEE Standard for Local and metropolitan area networks, – Part 22.1: Methods to Enhance Protection of Low-Power, Licensed Device Operation in the TV Broadcast Bands from Harmful Interference from License-Exempt Devices Operating in those Bands, November 2010.

IEEE Std 802-2001®, IEEE Standard for Local and Metropolitan Area Networks: Overview and Architecture, March 2002.

IEEE Std 802.16-2009, IEEE Standard for Local and Metropolitan Area Networks  Part 16: Air Interface for Broadband Wireless Access Systems, May 2009.

NMEA 0183, Interface Standard of the National Marine Electronics Association, Version 4.00 http://www.nmea.org/content/nmea_standards/nmea_083_v_400.asp

U.S. FCC, ET Docket 08-260, “Second Report and Order and Memorandum Opinion and Order in the Matter of Unlicensed Operation in the TV Broadcast Bands,” November 14, 2008.

U.S. FCC, ET Docket 10-174, “Second Memorandum Opinion and Order in the Matter of Unlicensed Operation in the TV Broadcast Bands,” September 23, 2010.

Radio Regulations, International Telecommunications Union, Geneva, Switzerland, Edition of 2008.

IETF RFC 2578, “Structure of Management Information Version 2 (SMIv2)”, K. McCloghrie, D. Perkins, J. Schoenwaelder, J. Case, M. Rose, S. Waldbusser, April 1999

IETF RFC 2758 "Definitions of Managed Objects for Service Level Agreements Performance Monitoring", K. White, February 2000.

IETF RFC 3279, Algorithms and Identifiers for the Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile, April 2002.

IETF RFC 5280, Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile, May 2008.

NIST Special Publication 800-38D, Recommendation for Block Cipher Modes of Operation: Galois/Counter Mode (GCM) and GMAC, November 2007.

IETF RFC 3447, Public Key Cryptography Standards (PKCS) #1: RSA Cryptography Specification Version 2.1, February 2003.

FIPS 180-3, Secure Hash Standard (SHS), October 2008.

FIPS 186-3, Digital Signature Standard (DSS), June 2009.

FIPS 197, Advanced Encryption Standard, November 2001.

IETF RFC 5649, Advanced Encryption Standard (AES) Key Wrap Algorithm with Padding, August 2009.
IETF RFC 5246, The Transport Layer Security (TLS) Protocol Version 1.2, August 2008.
IETF RFC 5216, The EAP-TLS Authentical Protocol, March 2008.

IETF RFC 5281, Extensible Authentication Protocol Tunneled Transport Layer Security Authenticated Protocol Version 0 (EAP-TTLSv0), August 2008
IETF RFC 4492, Elliptic Curve Crytopgraphy (ECC) for Transport Layer Security (TLS), May 2006.
SEC 4, Standards for Efficient Cryptography Group (SECG) – SEC 4: Elliptic Curve Qu-Vanstone Implicit Certificate Scheme (ECQV) Working Draft, Ocotber 2008, http://www.secg.org/download/aid-775/sec4-ECQV-v091.pdf


ANSI X9.63-2001, Public Key Cryptography for the Financial Services Industry: Key Agreement and Key Transport Using Elliptic Curve Cryptography, November 2001.

ANSI X9.62-2005, Public Key Cryptography for the Financial Services Industry: The Elliptic Curve Digital Signature Algorithm (ECDSA), November 2005.

Trusted Computing Group, "TPM Main Specification Level 2 Version 1.2 (Revision 103) - Part 1 - Design Principles", July 2007, http://www.trustedcomputinggroup.org/files/resource_files/ACD19914-1D09-3519-ADA64741A1A15795/mainP1DPrev103.zip
Trusted Computing Group, "TPM Main Specification Level 2 Version 1.2 (Revision 103) - Part 2 - Structures of the TPM", October 2006, http://www.trustedcomputinggroup.org/files/resource_files/8D3D6571-1D09-3519-AD22EA2911D4E9D0/mainP2Structrev103.pdf
Trusted Computing Group, "TPM Main Specification Level 2 Version 1.2 (Revision 103) - Part 3 - Commands", October 2006, http://www.trustedcomputinggroup.org/files/static_page_files/ACD28F6C-1D09-3519-AD210DC2597F1E4C/mainP3Commandsrev103.pdf
[------------------------------------End of Text Modification----------------------------------]
[modify the text on line 36, pg 285 in 7.5.1 as follows (comment 9)]
[-------------------------------------Start of Text Modification---------------------------------]
algorithm identifiers are also further described in IETF RFC 3279 (as updated by 4055, 5480, 5756, 5758) and 5280. The basic X.509 Version 3

[-------------------------------------End of Text Modification---------------------------------]
[modify the text on line 4-5, pg 286 in 7.5.1 as follows (comment 9 and 10)]
[-------------------------------------Start of Text Modification---------------------------------]
algorithm SHA-256 is used as the one-way hash function. The RSA signature algorithm is described in PKCS #1 [IETF RFC 3447]; SHA-256 is described in FIPS 180-3.
[-------------------------------------End of Text Modification---------------------------------]
[modify the text on line 31-33, pg 286 in 7.5.1.3.1 as follows (comment 9 and 10)]
[-------------------------------------Start of Text Modification---------------------------------]
The RSA signature algorithm (PKCS #1, IETF RFC 3447), which makes use of SHA-256 is described in FIPS 180-3) as the one-way hash algorithm. The ASN.1 OID used to describe the RSA signature algorithm using SHA-256 is as follows:  
[-------------------------------------End of Text Modification---------------------------------]
[modify the text on line 2-3, pg 287 in 7.5.1.3.1 as follows (comment 9)]
[-------------------------------------Start of Text Modification---------------------------------]
sha256WithRSAEncryption OBJECT IDENTIFIER ::= 

{ iso(1) member-body(2) us(840) rsadsi(113549) pkcs(1) pkcs-1(1)11}  
[-------------------------------------End of Text Modification---------------------------------]
[on line 17 and 18, pg 286 in 7.5.1.3.2, replace “SHA-1” with “SHA-256” as follows (comment 9 and 10)]
[modify the text on line 20-21, pg 287 in 7.5.1.3.2 as follows (comment 9)]
[-------------------------------------Start of Text Modification---------------------------------]
ecdsa-with-SHA256 OBJECT IDENTIFIER ::= { iso(1) member-body(2) 
us(840) ansi-X9-62(10045) signatures(4) ecdsa-with-SHA2(3) 1 }   
[-------------------------------------End of Text Modification---------------------------------]
[modify the text on line 12, pg 269 in 7.2.4.4 as follows (comment 11)]
[-------------------------------------Start of Text Modification---------------------------------]
encryption algorithm (e.g., AES key wrap [IETF RFC 5649] for SAs with
[-------------------------------------End of Text Modification---------------------------------]
[modify the text on line 29, pg 280 in 7.4.1 as follows (comment 11)]
[-------------------------------------Start of Text Modification---------------------------------]
 AES-128 key wrap of TEK/GTEK using KEK/GKEK [IETF RFC 5649] 

[-------------------------------------End of Text Modification---------------------------------]
[on line 38, pg 290 in 7.5.1.8, replace “SHA-1” with “SHA-256” as follows (comment 9 and 10)]
[add the following references to the bibliography (comment 9, and 176)] 
[-------------------------------------Start of Text Modification---------------------------------]
IETF RFC 5758, Internet X.509 Public Key Infrastructure: Additional Algorithms for DSA and ECDSA, January 2010.

IETF RFC 5480, “Elliptic Curve Cryptography Subject Public Key Information”, March 2009.

IETF RFC 5756, “Updates for RSAES-OAEP and RSASSA-PSS Algorithm Parameters”, January 2010.

IETF RFC 4055, Additional Algorithms and Identifiers for RSA Cryptography for use in the Internet X.509 Public Key Infrastructure Certificate and Certificate Revocation List (CRL) Profile”, June 2005.

IETF RFC 5746, “The Transport Layer Security (TLS) Rengotiation Indication Extension”, February 2010.

IETF RFC 5878, “Transport Layer Security (TLS) Authorization Extension”, May 2010.

[-------------------------------------End of Text Modification---------------------------------]
[add the following references to the bibliography (comment 9)] 
[-------------------------------------Start of Text Modification---------------------------------]
At the time of publication, the editions indicated were valid. All standards and specifications are subject to revision, and parties to agreements based on this standard are encouraged to investigate the possibility of applying the most recent editions of the references listed below.

[-------------------------------------End of Text Modification---------------------------------]
[modify the text in 7.4.3 as follows (comment 176)]
[-------------------------------------Start of Text Modification---------------------------------]
7.4.3
Requirements for EAP-TLS/TTLS

IEEE 802.22 devices shall use EAP-TLS or EAP-TTLS to support device authentication. The IEEE 802.22 BSs shall use EAP-based techniques for the authentication of the database service. Implementation of authentication services (e.g. key agreement and digital signature processed) based on EAP-TLS or EAP-TTLS shall conform to the specifications as defined in the following IETF RFCs:

· RFC 5246 “The Transport Layer Security (TLS) Protocol Version 1.2”,
· RFC 5216 “The EAP-TLS Authentication Protocol”,
· RFC 5281 “Extensible Authentication Protocol Tunneled Transport Layer Security Authenticated Protocol Version 0 (EAP-TTLSv0)”, and
· RFC 4492 “Elliptic Curve Cryptography (ECC) for Transport Layer Security (TLS)”

Note that implemention of RFC 5246, may include updates/extension to TLS as defined in RFCs 5746 and 5878.

[-------------------------------------Start of Text Modification---------------------------------]
[modify lines 22-23, pg 591 in Annex G (biliopgraphy) to add the following references to support comment 12]
[-------------------------------------Start of Text Modification---------------------------------]
Standards for Efficient Cryptography Group (SECG) – SEC 1: Elliptic Curve Cryptography Version 2.0, 21 May 2009, http://www.secg.org/download/aid-780/sec1-v2.pdf
SEC2, Standards for Efficient Cryptography Group (SECG) – SEC2: Recommended Elliptic Curve Domain Parameters Version 2, January 2010, http://www.secg.org/download/aid-784/sec2-v2.pdf
IEEE Std 1363-2000, IEEE Standard Specifications for Public-Key Cryptography

IEEE Std 1363aTM -2004, IEEE Standard Specifications For Public Key Cryptography—Amendment 1:

Additional Techniques.
[-------------------------------------End of Text Modification---------------------------------]
References:
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Abstract


This contribution provides text modifications to Clause 2, and elsewhere in the draft if deemed necessary, in order to resolve comments in 22-11/0002r8.





R0 is the initial version of the document.


R1 adds a proper date for RFC 5280 and adding some text to the beginning of the bibliography.


R2 adds text to resolve comment 176.


R3 adds/modifies some references to resolve Comment 12, and CBP authentication-related comments in Clause 7.
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