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I. Attendance

	Name
	Affiliation
	31 January 2011
	07 February 2011

	Gerald Chouinard
	CRC
	X
	X

	Ranga Reddy
	Self
	X
	X

	Apurva Mody
	BAE Systems
	X
	X

	Jerry Kalke
	CBS
	X
	

	Rene Struik
	Self
	X
	X

	Winston Caldwell
	Fox
	
	X


II. 2011-01-31 Teleconference

II.A Agenda

1) Record Attendance

2) Ask if everyone is familiar with the IEEE patent policy:
http://standards.ieee.org/board/pat/pat-slideset.pdf
3) Approve the agenda.

4) Review/propose comment resolutions for comments in the Sponsor Ballot (Clause 7) from the latest comment database: 

· DCN# 22-11/0002r5: https://mentor.ieee.org/802.22/dcn/11/22-11-0002-05-0000-p802-22-d1-sponsor-ballot-comments-database.xls
5)
Other business.
II.B Notes

1) R Reddy recorded the attendance at 20:09 EDT.

2) A citation to the IEEE patent policy was provided with the announcement of the meeting.  When asked, no one notified the chairman that they were unfamiliar with the IEEE patent policy.

3) Agenda approved without contest.

4) Review/propose the resolutions for the following comments in the database: 22-11/0002r5. 
CID 190: 

R Struik: figure 125 is confused about how the key distribution is supposed to work. 

R Reddy: figure 125 is for just showing how certificates are distributed, not overall security protocol.

R Struik: There is one step messing in reconstruction of public key. We need to show that distribution of CA certificate and some public information. Instead of "Private Key", "Private Key Reconstruction Data". 

R Struik: We need to discuss this more over email.

R Reddy: Will take some notes and propose modification to figure and circulate it

Resolution: Pending

Action: R Struik needs more time to look at SEC4 and will work on a solution though. R Reddy to try to update figure and circulate it.

CID 191: 

R Struik: How is the public key being used? Exactly. We have to make sure we dfine the input into KDF properly?

R Reddy: Later in 7.6.2.5.2 we define how the Public Key Reconstruction Data.

R Struik: We have to describe more about how the elliptic curve parameters are used. 

G Chouinard: COuld a reference earlier in the text resolve this problem?

R Struik: Look at SEC4 document, there are "prerequisites" 

R Reddy: Should we refer to the whole section?

R Struik: We need to refer to a specific format for representing elliptic curve points, e.g. compressed.
Resolution: Pending

Action: R Reddy to include appropriate text and reference.
CID 192: 

R Reddy: We decided to remove reference to SIM because in this document we're not documenting the specific process for loading the certificate. In resolving 193, we agreed to remove the reference to SIM.

R Struik: Even this, there will be a lot of issues regarding distributing of these certificates. Some CAs may be strict, others very loose. How far does IEEE go in specifying the certificate distribution 

R Reddy: We were planning to describe the process in our RP document.

R Struik: Could add text in 7.6.2.2 to specify some methods in generality, but that could limit to deployment

A Mody: So what can we specify that will address the comment

R Struik: We need to make sure the method is secure and doesn't introduce some security flaws

R Reddy: Will work on text, to address Rene's comment here, since the CBP Authentication is BS-to-BS.
Resolution: Pending, make 193 pending

Action: R Reddy to come up with the text.
CID 194: 

R Reddy: should be message authentication code (MAC) or message integrity code (MIC)

R Struik: Agrees.
Resolution: Pending

Action: R Reddy to come up with list of references to the term “signature” in 7.6.2 and else where that need to be changed
CID 195: 

R Reddy: We have a small data channel. The implicit certificate scheme is the only one that will fit.

R Struik: THe IC is smart, but it comes with limitations. The CA is not normally involved in the generation of certificates.

R Reddy: We are referencing the process in 2.4 of SEC4 v0.91

R Struik: You guys may be collapsing 2 entities into the roll of the "CA", in a demonstrated scheme. We can reject the comment, stating that this is best scheme. 

R Reddy: [Also we reviewed the SEC4 document some and came to some clarification]. We need to change the figure for fig 125 for mode 2 to create a separate entity that initiates the transaction on behalf of the BS.
Resolution: Counter

Action: R Reddy to work on update to Figure 125, and description of CBP authentication.
5) Other Business:

There was no other business discussed.

III. 2011-02-07 Teleconference

III.A Agenda

1) Record Attendance

2) Ask if everyone is familiar with the IEEE patent policy:
http://standards.ieee.org/board/pat/pat-slideset.pdf
3) Approve the agenda.

4) Review/propose comment resolutions for comments in the Sponsor Ballot (Clause 7) from the latest comment database: 

· DCN# 22-11/0002r5: https://mentor.ieee.org/802.22/dcn/11/22-11-0002-05-0000-p802-22-d1-sponsor-ballot-comments-database.xls
5)
Other business.
III.B Notes

1) R Reddy recorded the attendance at 11:09 EDT.

2) A citation to the IEEE patent policy was provided with the announcement of the meeting.  When asked, no one notified the chairman that they were unfamiliar with the IEEE patent policy.

3) Agenda approved without contest.

4) Review/propose the resolutions for the following comments in the database: 22-11/0002r5. 
CID 198: 

R Reddy: The time period is in increments of 128, ½ years, or 64 years that should be plenty. 

R Struik: if the goal is to make small, we can reduce the validity date time.

R Reddy: How do we reformat the validity data time.

R Struik: 1year is 25bit seconds. SO we use a reference time, a start date + an offset from that time. 

G Chouinard: take the year field in validity period, truncate it to 7 bits and make it an offset from 2000.

R Reddy: I would suggest offset 2000. So the field would, “2000+x”. but if we reduce this field, what do we do with key validity time period.

R Struik: we can keep the validity time period, as it is an offset

W Caldwell: Hearing a call for 32 or 33 bits for the field.

R Reddy: if we ckeep it at 32, then message is not byte aligned.

R Struik: we could keep at 32 bits and use the extra bit 1 as a version #.

R Reddy: if we had a version # wouldn’t you want a larger field

G Chouinard: The one bit flag would get reset only when you move to a new format which could be some time into the future.

Resolution: Counter

Action: G Chouinard to make changes to Table 18 and Table 192.
CID 197: 

R Reddy: Can we supercede by resolution to 198?
R Struik: Agrees.

G Chouinard: The time period is to allow only one certificate to operate at a time

R Reddy: 6mo period was a balance, based on what we can expect the amount of time BSs will spend in coexistence

R Struik: withdraws

Resolution: Counter
CID 199: 

R Struik: If we let the certificate expire, then how does a device get a new certificate? Because, devices are “burned” in. Also, 

R Reddy: CBP Auth is between BSs. I was expecting this to be handled like browser root CA certificates. The get updated periodically anyway. If 

R Struik: Putting enough information into the root CA cert itself, allows the device to check locally if the cert is valid.

R Reddy: We need to explicitly define the format for CA Root certificate. Need to look into table 291 and reuse the same format .
Resolution: Pending

Action: R Reddy to come up with a format of root certificate CA format.
CID 200: 

R Struik: to satisfy this comment we should simply that an ephermeral key pair shall never be reused

R Reddy: add that statement to pg 298, line 30.
Resolution: Counter

CID 201: 

R Reddy: CBP auth certs are for BSs. The NCMS would be used to access the management interface and update components on the device.

R Struik: Previously was unsure, so withdrawing.
Resolution: Withdrawn

CID 204: 

R Reddy: I think we resolved this when we discussed 236/237/238 last week. I provided text modification to some text in this section already.
Resolution: Superceded

CID 189: 

R Reddy: Given the discussions, does Rene still have issues with this?

R Struik: Given time constraints, has not been able to investigate further design options. If SECG is continuing work, can we bring in a new document/procedure during a re-circ. Or we can reject?

R Reddy: It’s up to the group.
Resolution: Reject

CID 196: 

R Struik: We’re using a certificate public key and hashing it. So anyone can regenerate the key?

R Reddy: We’re not exchanging the key info, one would have to have the key and the EC parameters. 

R Struik: We may need to resolve this offline.
Resolution: Pending
5) Other Business:

There was no other business discussed.

_________________________
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