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I. Introduction
This contribution provides formatted modifications of text against P802.22/D2 in order to satisfy various editorial comments. This contribution is being provided because the sponsor ballot submission process doesn’t accept formatted text. Each proposed modification is preceeded by an editorial instruction.

II. Modified Text Proposals
[Section 5.1.3.3, pg 17, lines 21-24, modify the text as follows]
[Start of Text Modification]
operation of the Security Sublayers 1 and 2 are described in Clause 8. The functions of the Security Sublayers 1 and 2 must ensure spectrum and service availability; provide data and signal authentication; as well as ensure data, control and management message integrity, confidentiality and non-repudiation. The role of the Security Sublayer 2 is to provide enhanced protection to the
[End of Text Modification]
[Section 7.7.21, pg 107, lines 7, modify Table 160 as follows]
[Start of Text Modification]
	Syntax
	Size
	Notes

	SCM-REQ_Message_Format() {
	
	

	Management Message Type = 41
	8 bits
	

	Element ID
	8 bits
	Identifies the type of SCM packet. When a packet is received with an invalid Code, it shall be silently discarded. The code values are defined in Table 162.

	Transaction ID
	16 bits
	A CPE uses the identifier Transaction ID to match a BS response to the CPE’s requests.

The CPE shall increment (modulo 256) the Transaction ID field whenever it issues a new SCM message.

A “new” message is an EAP Start, EAP Transfer, or Key Request that is not a retransmission being sent in response to a Timeout event. For retransmissions, the Transaction ID field shall remain unchanged.

The Transaction ID field in a BS’s SCM-RSP message shall match the Transaction ID field of the SCM-REQ message the BS is responding to. The Transaction ID field in TEK Invalid messages, which are not sent in response to SCM-REQs, shall be set to zero. 
On reception of a SCM-RSP message, the CPE associates the message with a particular state machine (the Authentication state machine in the case of inidcation of EAP Success, or EAP Failure events; a particular TEK state machine in the case of Key Replies, Key Rejects, and TEK Invalids).

A CPE shall keep track of the Transaction ID of its latest, pending authentication requests. The CPE shall discard any EAP Start or EAP Transfer messages with Transaction ID fields not matching that of the pending authentication requests.

A CPE shall keep track of the Transaction IDs of its latest, pending Key Request for each SA. The CPE shall discard Key Reply and Key Reject messages with Transaction ID fields not matching those of the pending Key Request messages.

	Encoded Attributes
	Variable
	SCM attributes carry the specific authentication, and key management data exchanged between client and server. Each SCM packet type has its own set of required and optional attributes. Unless explicitly stated, there are no requirements on the ordering of attributes within a SCM message. The end of the list of attributes is indicated by the Length field of the MAC PDU header.

	}
	
	


[End of Text Modification]
[Section 7.7.21.4, pg 110, line 6, modify text as follows]
[Start of Text Modification]
Once the AAA has completed authentication with a particular CPE, both the CPE and BS have keying material (MMP_KEY) that
[End of Text Modification]
[Section 7.7.21.6, pg 110, line 14, modify text as follows]
[Start of Text Modification]
Once the AAA has completed authentication with a particular CPE, both the CPE and BS have keying material (MMP_KEY) that
[End of Text Modification]
[Section 7.7.21.8, pg 110, line 11, modify text as follows]
[Start of Text Modification]
Once the AAA has completed authentication with a particular CPE, both the CPE and BS have keying material (MMP_KEY) that
[End of Text Modification]
[Section 7.14.2, pg 142, line 28-30, modify text as follows]
[Start of Text Modification]
11. If all required basic capabilities are present in the CPE, the AAA authenticates the CPE and key exchange is performed; otherwise, the CPE does not proceed to registration and the BS sends de-registers the CPE.

[End of Text Modification]
[Section 7.14.2.10, pg 155, modify text as follows]
[Start of Text Modification]
7.14.2.10
CPE Authentication and Key Exchange

Once configuration of the required basic capabilities is finished the CPE and AAA continue with performing authentication, and exchanging keys, as described in Clause 8. If the AAA and CPE can not authenticate each other, authentication of the CPE fails for the selected WRAN service.  This WRAN service on the selected channel is removed from further consideration.  If there are any other BSs available with which to associate, the updated list of available WRAN services is presented to the higher user layers.

[End of Text Modification]
[Section 8.1.2, pg 253, lines 28-29, modify text as follows]
[Start of Text Modification]
requests. This model provides for an individual CPEs to receive keying material for security associations (SAs), which they are configured for.
[End of Text Modification]
[Section 8.2.3.2, pg 263, lines 4-5, modifiy text as follows]
[Start of Text Modification]
The Authentication state machine starts an independent TEK state machine for each SA a CPE is configured for. As mentioned in 8.2.2, the BS maintains two active TEKs/GTEKs per SA. Each SA is uniquely identified by it’s security association identifier (SAID).
[End of Text Modification]
[modify the definition of M-DEVICE-ENLISTMENT-REQUEST, section 10.7.1.3, pg 424, as follows]
[Start of Text Modification]
	Name
	Type
	Length
	Description

	Device Type
	Integer
	1 byte
	The value identifies the type of device obtained as part of its  process to associate

0x00 = Fixed base station

0x01 = Fixed CPE

0x02 = Personal/portable mode 

0x03-0xFF = Reserved

	Device-ID Length
	Integer
	2 bytes
	Length of Device-ID field (# of characters)

	Device-ID
	Character String
	Variable
	In US, this is FCC-ID

	Serial Number Length
	Integer
	2 bytes
	Length of Serial Number field (# of characters)

	Serial Number
	Character String
	Variable
	

	Proxy Device-ID Length
	Integer
	2 bytes
	Length of Proxy Device-ID field (# of characters)

	Proxy Device-ID
	Character String
	Variable
	This element is the device ID for the device (most likely the controlling BS) that is acting as the proxy to the database service.  (In US, this is the FCC-ID.)

	Proxy Serial Number Length
	Integer
	2 bytes
	Length of Proxy Serial Number field (# of characters)

	Proxy Serial Number
	Character String
	Variable
	This element is the serial number for the device (most likely the controlling BS) that is acting as the proxy to the database service.

	Location Data String Length
	Integer
	2 bytes
	Length of Location Data String field (# of characters)

	Location Data String
	Character String
	NMEA 0183
	The value identifies the location of the device (latitude, longitude).

	Responsible Party Name Length
	Integer
	2 bytes
	Length of Responsible Party Name field (# of characters)

	Responsible Party Name
	Character String
	Variable
	

	Antenna height
	Integer
	1 byte
	Antenna height above ground level in meters.

	If (Device Type = 0x00 or 0x01) {
	
	
	

	Contact Name Length
	Integer
	2 bytes
	Length of Contact Name field (# of characters)

	Contact Name
	Character String
	Variable
	

	Contact Physical Address Length
	Integer
	2 bytes
	Length of Contact Physical Address field (# of characters)

	Contact Physical Address
	Character String
	Variable
	

	Contact Email Address Length
	Integer
	2 bytes
	Length of Contact Email Address field (# of characters)

	Contact Email Address
	Character String
	Variable
	

	Contact Telephone Number Length
	Integer
	2 bytes
	Length of Contact Telephone Number field (# of characters)

	Contact Telephone Number
	Character String
	Variable
	

	}
	
	
	

	
	
	
	

	
	
	
	





	Base Station Database Service Access URL Length 
	Integer
	2 bytes
	Length of Base Station Database Service URL field (# of characters)

	Base Station Database Service Access URL
	Character String
	Variable
	A fully qualified URL. This is used to set the Locator for the Base Station Access by the Database Service.

	
	
	
	

	Database Service URL Length
	Integer
	2 bytes
	Length of Database Service URL field (# of characters)

	Database Service URL
	Character String
	Variable
	A fully qualified URL starting with, http:// or https://. This is used to set the Locator for the Database Service.

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	If (wranIfDatabaseServiceBSAntennaInformationSupportedMib) {
	
	
	

	Antenna information
	Character String
	72 bytes
	Antenna directionality information of the device in dB relative to the main lobe maximum gain for every 5 degree azimuth clockwise starting from the direction of the maximum antenna gain expressed in unit of 0.25 dB over the range –63.75 dB (encoded 0x00) to 0 dB (0xFF).

(to allow the database calculation of the channel availability and the maximum allowed EIRP values at the registering location
).

	Antenna azimuth
	Integer
	2 bytes
	Antenna azimuth in degrees, clockwise from true North.

	}
	
	
	

	
	
	
	

	Timestamp Length
	Integer
	2 bytes
	Length of Timestamp field (# of characters)

	Timestamp
	Character String
	NMEA 0183 $ZDA string
	Timestamp of the present request at time of transmission and as encoded in the $ZDA substring of the NMEA 0183 string.


[End of Text Modification]
[modify text on lines 19-23, pg 251, Section 8 as follows]
[Start of Text Modification]
All CPEs attempting access to the network shall be authenticated. If the authentication exchange is successfully completed, the BS shall consider the CPE to be authenticated, and proceed to authorize (via registration, see 7.14.2.11) the CPE to access the network. If the authentication exchange is not successfully completed, the BS shall deny the CPE access (via de-registering the CPE, see 7.14.2.11) to the network. In this case, the CPE may attempt access on one of the other WRAN services it detected during initialization (see 7.14.2). If during authentication exchange, the CPE specifies that it does not support IEEE 802.22 security for protection of user data, then after successful completion of authentication, the key exchange used to setup protection of user data shall be skipped. 
[End of Text Modification]
[modify text on lines 21-24, pg 253, Section 8.1.2 as follows]
[Start of Text Modification]
The AAA Server and a client CPE authenticate each other during the initial authentication exchange. The AAA and CPE present their credentials to each other. Since the AAA and CPE mutually authenticate each other, there is protection against an attacker employing a cloned CPE that masquerades as a legitimate subscriber’s CPE. Once authentication is completed, the BS and CPE have keying that is used to protect management messages (e.g. MMP_Key) and keying used in transportation of keys for protection of user data (e.g. KEK). During authentication exchange, if a CPE indicates that it doesn’t support protection of user data, no key exchange and state machines used to maintain keying to protect user data will be executed.
[End of Text Modification]
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Abstract


This document contains modified text for various editorial comments that Ranga Reddy is proposing for P802.22/D2.








� Antenna directionality will represent the antenna gain pattern in the horizontal plane in dB referred to the gain of its main lobe and it is assumed that the database service will use its knowledge of the geolocation of the base station and the device being enlisted to calculate the azimuth of the device antenna main lobe for interference calculations in the case of base station and CPE operation.  Omnidirectional antennas shall be assumed as the default.
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