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Introduction

This introduction is not part of IEEE Std 802.22-2011, IEEE Standard for Information Technology—Telecommunications and information exchange between systems—Wireless Regional Area Networks (WRAN)—Specific requirements—Part 22: Cognitive Wireless RAN Medium Access Control (MAC) and Physical Layer (PHY) Specifications: Policies and Procedures for Operation in the TV Bands.

This standard specifies the architecture, abstraction layers, interfaces and metadata requirements for Spectrum Characterization and Occupancy Sensing (SCOS) system, a defines performance parameters, units and measures. This SCOS system comprises one or more semi-autonomous Spectrum Sensing Devices which scan electromagnetic spectrum, digitize it and perform processing, transmitting the resultant data with appropriate metadata to a central storage and processing system, according to rules, policies or instructions imposed on the Spectrum Sensing Devices by a management system
. 
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IEEE Standard for Information Technology—

Telecommunications and information exchange between systems

Wireless Regional Area Networks (WRAN)—

Specific requirements

Part 22.3: Standard for Spectrum Characterization and Occupancy Sensing
IMPORTANT NOTICE: This standard is not intended to ensure safety, security, health, or environmental protection. Implementers of the standard are responsible for determining appropriate safety, security, environmental, and health practices or regulatory requirements.
This IEEE document is made available for use subject to important notices and legal disclaimers. 
These notices and disclaimers appear in all publications containing this document and may 
be found under the heading “Important Notice” or “Important Notices and Disclaimers 
Concerning IEEE Documents.” They can also be obtained on request from IEEE or viewed at http://standards.ieee.org/IPR/disclaimers.html.

1. Overview

1.1 Scope

This Standard defines a Spectrum Characterization and Occupancy Sensing (SCOS) System. It specifies measurement parameters and device behaviors. It includes protocols for reporting measurement information that enable coalescing the results from multiple such devices. The standard leverages interfaces and primitives that are derived from IEEE Std. 802.22-2011, and uses any on-line transport mechanism available to achieve the control and management of the system. Interfaces and primitives are provided for conveying value added sensing information to various spectrum sharing database services. This standard specifies a device operating in the bands below 1 GHz and a second device operating from 2.7 GHz to 3.7 GHz.
Rather the the traditional IEEE approach, which has always been around a normative standard that defines what a product (device) would be, the task group is taking a “platform” approach.

Instead of designing a standard for a spectrum sensor device, we want to develop a standard for a platform that allows “spectrum sensing as a service”. It is a platform with five abstracted layers, each of which communicates by a set of standardised interfaces, to allow whoever needs the spectrum data from the sensing system’s back end to request it in the way they want, and do with it what they find useful.

This means we don’t have to pre-suppose the use case, manipulation technique, etc.

The requestor uses the platform to query a particular device's capabilities, asks for the scan to be done and data sent back to the platform, and then takes and processes the data as their application requires. Instead of mandating a hardware standard, we pack sensing data with metadata describing the device's parameters (e.g. antenna gain, amplifier/SDR noise floor, software libraries used, temperature, geolocation).

It also allows the back end system to apply policies in terms of what the sensing device may do – for e.g. not allow hi-res raw scans in sensitive bands (e.g. military radar). These policies could be imposed by a national regulator, etc in a very granular way.

1.2 Purpose

The purpose is to specify operating characteristics of the components of the Spectrum Characterization and Occupancy Sensing System. The intent of this standard is to create an open platform where elements of the architecture are characterised in terms of the capabilities they offer to other elements, defined through abstractions and interfaces with standardised metadata sets attached to scan data, allowing users of the data to manipulate it in independent systems according to their requirements. 
1.3 Reference Applications

1.3.1 White Space device radio operator
Either the network operator or device operator using spectrum sensing to identify primary or other secondary users of particular channels. Spectrum sensing either built into the radio devices or standalone sensing units. 
1.3.2 National regulators

National radio regulators would use a system comprising spectrum sensing devices to feed into a national spectrum utilization database for assignment management and planning purposes, and generating historical records for compliance monitoring and enforcement. Devices deployed in various scenarios:
· Fixed devices at key locations and high sites 

· Mobile devices on vehicles that travel widely and can create a sample set of spectrum utilization through snapshots at time or location intervals
· Devices either at fixed locations or periodically moved to create location-based spectrum utilization datasets
· Nationally deployed in a swarm of a given device density to create real-time national spectrum utilization maps.

1.3.3 Scientific community: 

Scientists using sensitive radio frequency systems (e.g. radio-telescopes) struggle with RF interference. SCOS devices can let them identify RFI and the location of their sources.
1.3.4 Law enforcement and public order

Law enforcement and other authorities are increasingly dealing with problems stemming from radio-controlled or radio-connected systems.

Illegal drone use:  These include people flying radio-controlled unmanned aerial vehicles (drones) in prohibited places. SCOS systems can be used to detect characteristic transmissions of drone operation in areas such as in the airfield flight traffic area. 

Detecting jamming devices: A problem area for security staff and law enforcement is the use of radio jammers to interfere with remote control devices like vehicle keyless entry systems or radio links for alarm systems. SCOS devices can be used to identify and locate jamming systems.
Detecting unauthorized mobile phone use: Controlled and high security areas such as prisons will frequently prohibit the use of cellular phones in certain areas, but may not jam operating frequencies because of other regulations. Identifying and locating transmissions allows direct action to be taken on equipment users.
2. Normative References

3. Abbreviations and acronyms

RF – Radio Frequency
RFI – Radio Frequency Interference

SCOS – Spectrum Characterization and Occupancy Sensing

SSD – Spectrum Sensing Device

Spectrum Sensing Management System – SSMS 

4. Functional Requirements
4.1 Introduction
Various national regulators and government authorities are developing regulatory and policy frameworks to allow cooperative spectrum sharing approaches in order to optimize spectrum utilization. There is emphasis on greater spectrum efficiencies, spectrum sharing and spectrum utilization, which requires not only database-driven configuration of the radios, but systems that can provide spectrum occupancy at a particular location and at a particular time. 

The IEEE 802.22.3 standard described in this document will help fulfil this need by creating a Spectrum Characterization and Occupancy Sensing (SCOS) system. This will improve knowledge of spectrum utilization and support shared spectrum applications, hence benefitting the regulators and users alike. 

The Spectrum Occupancy Sensing (SCOS) System has many applications which include: 

1. On-demand spectrum survey and report 

2. Collaborative spectrum measurement and calibration 

3. Labeling of systems using the spectrum 

4. Spectrum planning 

5. Spectrum mapping 

6. Coverage analysis for wireless deployment 

7. Terrain and topology - shadowing and fading analysis 

8. Quantification of the available spectrum through spectrum observatories [2, 13], 

9. Complement the database access for spectrum sharing by adding in-situ awareness and faster decision making. 

10. Space-Time-Frequency spectrum hole identification and prediction where non-time-sensitive tasks can be performed at certain times and at certain locations, when the spectrum use is sparse or non-existent 

11. Identification and geolocation of interference sources. 

The Spectrum Characterization Occupancy Sensing (SCOS) systems may be deployed to characterize many bands such as VHF/UHF, L, S, C and X bands.
4.2 Managed objects 

Anything here?
4.3 Regulatory requirements

This standard should provide mechanisms to meet the regulatory requirements of national operators that have defined parameters or requirements for spectrum sensing in various applications. For example, in the FCC rules for the VHF/UHF TV bands, the FCC requires a spectrum sensing detection accuracy as specified by the Table 1: FCC Sensing sensitivity requirements.  

Table 1: FCC Sensing sensitivity requirements
	Regulatory domain
	Type of signal
	Sensing detection threshold

(in dBm)
	Data fusion rule for distributed sensinga
	Monitoring requirements

	USA
	ATSC 
	–114

(averaged over 6 MHz)
	“OR” rule
	Detection threshold referenced to an omni-directional receive antenna with a gain of 0 dBi 

	USA
	NTSC
	–114

(averaged over 100 kHz)
	“OR” rule
	Detection threshold referenced to an omni-directional receive antenna with a gain of 0 dBi

	USA
	Wireless microphone
	–107

(averaged over 200 kHz)
	“OR” rule
	Detection threshold referenced to an omni-directional receive antenna with a gain of 0 dBi


aThe value “1” indicates detection.

Other requirements for the 2.7 GHz to 3.7 GHz band shall be defined based on the evolving regulations. For example, the spectrum sensing devices in the 2.7 GHz to 3.7 GHz can sense for Radar Signals and provide that information to the Spectrum Access System (SAS) that is being defined in these bands. 

4.4 Device classes and complexity

Following device categories may be considered: 

· Energy Efficient Devices: This standard should provide mechanisms of energy efficient operations, eg. solar powered or battery operated spectrum sensors for monitoring applications. 

· Small form factor devices: Devices that can fit the spectrum sensing function within a small form factor (e. g. a USB dongle, cell phone etc.)  

· Advanced Spectrum Sensing Devices:  Advanced Spectrum Sensing Devices with capable Radio Frequency Front Ends (RFFE) and dedicated resources for spectrum sensing may be considered.
4.5 Number of devices

This standard shall support at least one Spectrum Sensing Device to cover a location or area, communicating with a back-end Spectrum Sensing Management System (SSMS), but will extend to describing an architecture and interfaces for multiple SSDs potentially communicating with multiple SSMS instances. 
4.6 Network Topology
The network topology from the SSD point of view will be point-to-multi-point, where SSDs can transmit sensing and control data to one or more data ingest points using unicast or multicast methods
.
4.7 Real-time applications

The sensing devices will be performing spectrum sensing functions in real time, based on the demand from the Spectrum Sensing System Manager as well as semi-autonomously based on pre-configured schedules. However, the spectrum sensing reporting may be carried out on a Best Effort (BE) basis, since the SCOS System uses any available transport mechanism (e. g. 802.11, 802.22, Ethernet, Cable, Cellular etc.). 

The SCOS system will benefit if sensing reports from various sensors are provided on a reasonable time-scales (e. g. minutes) so that the information is not stale. However, this is not a mandatory requirement. Also, the messaging format may be defined such that it does not produce excessive overhead penalty on the transport layer being used. 

4.8 Security
4.9 Security of Spectrum Databases and Cognitive Radio Systems

This standard may provide enhancement to existing or alternate cognitive security mechanisms which are enabled as a result of spectrum sensing. This may result in additional information to the database which includes enhanced situational awareness, as well as authentication of the protected devices. 
This includes ensuring that data derived from SCOS devices and SSMS are not used as an attack vector against White Space Databases, regulator spectrum management databases, etc.

4.9.1 Inter-layer security
4.9.1.1 Intra-device Layers (physical interfaces)

This standard defines security mechanisms to ensure integrity of sensing chain from antenna to data store.

· Antenna to amplifier/filters: physical security of device in terms of cable/connectors (tampering such as substituting antenna, physical such as connector corrosion)

· Amplifier to SDR: cable connectors or PCB connections  

· SDR to processing unit: cable connectors or PCB connections  

· Enclosure for active elements: Protection against moisture, dust ingress. Screening against RFI from external sources. Screening to protect antenna elements against RFI from active elements.

4.9.1.2 Network Layer

Since this standard uses any available transport mechanism for data transmission, it will not recommend its own security mechanisms, but will use the existing security mechanisms of the transport mechanism being used (e.g. network 802.11 using Transport Layer Security, 

4.9.2 Application Layer

Data transmissions should be secured on the application layer using mechanisms to guarantee the integrity and confidentiality of sensing and control data transmissions  …

… possibly Secure Sockets Layer?
4.10 Security of sensed data
This Standard shall not support mechanisms to go into the internals of the signals. For example, any kind of demodulation of the signals that may interfere with the privacy of the users shall not be not be supported. However, the SCOS system shall support sophisticated spectrum sensing methods such as cyclostationary processing that can detect signals and characterize their modulation. 
4.11 Channelization

This standard may specify a Spectrum Manager entity that can command various sensors to go and sense in certain bands, or it may even specify the spectrum sensors to ignore certain bands from sensing. 

This standard may provide one primary channelization map for all the spectrum sensors (e. g. 5 MHz).

4.12 Reporting to the Spectrum Sensing Management System 
This standard defines interfaces to and from the Spectrum Sensing Device to the SSMS service to provide value added information back to the database on spectrum sensing device health, capabilities, activities, etc. 

4.13 Sensor Location

The SCOS device should convey the location of the sensors to the aggregation entity such as the SSMS. This feature allows the SM or the aggregation entity to localize the proximity of the signal source location allowing more efficient spectrum management. 

5. System architecture 
5.1 Reference architecture
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5.1.1 Interface – Detecting

Physical interface: Interconnect from filter/amp to SDR

API: Controller to antenna motor

Metadata:
Antenna gain


Antenna type


Insertion loss (into amp)


Amplifier gain


Filter parameters


Noise metric

5.1.2 Interface – Sensing

Physical interface: N/A

API:
Scan request and parameters


Sensing-to-Packaging transfer

Metadata:
Scan parameters


SSD hardware ID/key


(Management System metadata)


(Detecting Metadata)

5.1.3 Interface – Packaging

Physical interface:
Best effort IP transport


SSL encryption


Transmission Control

API:
Packaging-to-MQ


SCOS-as-a-Service Request

Metadata:
Packaging information (time, certificates, etc)


Network information (media, connection)


(Sensing Metadata)


(Detecting Metadata)

5.1.4 Interface – Transmission

Physical interface:
Best effort IP transport


SSL encryption


Transmission Control

API:
MQ-to-Ingest


Ingest-to-Data Store

Metadata:
Package audit information


(Packaging Metadata)


(Sensing Metadata)


(Detecting Metadata)

5.1.5 Interfaces – Management 

Physical interface:
Best effort IP transport


SSL encryption


Transmission Control

API:
Management-to-MQ 



SCOS-as-a-Service Request

Metadata:
Management system certs


5.2 Management Reference Architecture

6. Architecture System Requirements

· Radio energy is detected up by an antenna on Spectrum Sensing Device and transferred through an interconnect to a signal pre-conditioner containing mixers/filters/amplifier segments, according to pre-determined hardware parameters

· Signal is transferred to the SSD’s SDR to produce baseband signal, quantised by ADC and passed in digital form to be processed by an accepted sensing technique 

· This sensing data is packaged along with key metadata within the SSD and stored locally for transmission. Metadata includes:
– scan time, scan duration, scan location, device identifiers…
– hardware parameters of antenna and radio front end

· The package is (a) transmitted to a remote system that (b) ingests and validates data, and (c) stores for further processing

· The back-end management system exchanges control information with SSDs

· e.g. device management, operation validation, integrity of information chain verification, maintenance tasks

6.1.1 Detecting

Radio energy is detected up by an antenna on Spectrum Sensing Device and transferred through an interconnect to a signal pre-conditioner containing mixers/filters/amplifier segments, according to pre-determined hardware parameters

6.1.2 Sensing

Signal is transferred to the SSD’s SDR to produce baseband signal, quantised by ADC and passed in digital form to be processed by an accepted sensing technique 

6.1.3 Packaging

This sensing activity is packaged along with key metadata

6.1.4 Transmission

The package is transmitted to a remote system that ingests and validates data, and stores for further processing

6.1.5 Ingest

Package must be reliably, securely and scaleably received and transmitted to data store

6.1.6 Storage

Data moved into structured database

6.1.7 Management and Maintenance

The back-end management system exchanges control information with SSDs

Manage them

· Device health reports – power, temperature, location, GPS health, OS/environment health, network health, storage health, scheduled and by query 

· Manage by device, group, Class of device

Validate their operation

· Run test scans against known data points (e.g. from WSDB)

Verify integrity of information chain

· Software tools to validate process chain

Perform maintenance

· Push updates to devices (software, OS, firmware, certifications)

· Perform remote reboots, resets

· Shell into device to do diagnostics

6.1.8 User Device Control

Ability for authorized user to instgruct Sensing Devices to perfrom particular scans

6.1.9 User Data Store Interrogation

Ability for authorized user to pull information from data store via API.

6.1.10 Policy Management and Enforcement

Ability to cascade policies down from master server to SSD management servers and there to SSDs to determine:

· Possible sensing techniques

· Scan parameters

· Data upload qualities from SSD to data store

7. System Definitions and Interfaces
Definitions of units, measurements for each defined parameter in the standard

7.1 System Units and Parameters
7.1.1 Key minimum sensing parameters
7.1.2 Standard system units 

7.2 Metadata Formats

Definition of metadata to be captured at each layer

8. Security Systems

8.1.1.1 Threat overview

8.1.1.2 Authorisation, authentication, identity

8.1.1.3 Security design between each architecture layer

8.1.1.3.1 Physical security

8.1.1.3.2 Data transmission security

8.1.1.4 Security and redundancy model for data stores

Review of 802.22 sections
Areas of 802.22 that are potentially directly relevant/usable in 802.22.3
· 5.1.3.2 Spectrum Sensing Automation
· 5.1.3.3 Security sublayer 2
· 7 Management messages, esp 
· 7.1.1.1.1 NMEA location
· 7.1.1.1.2 IP version
· 7.1.1.1.3 Spectrum sensing capability
· Antenna model
· Antenna gain
· Sensor ID
· Operational Capability
· Registration timer (use for WSDB to SSD, not CPE/BS
· 7.1.6 Measurement management
· 7.2 MAC PDU
· 7.3 Initialisation, authentication, registration
· 8 Security sublayer
· 9 some may be relevant in antenna, receiver spec
· 10.1 and 2 Spectrum Manager falls out of scope – back end function
· 10.3 SSA 
· 10.4 Spectrum Sensing Funtion
· 10.5 Geolocation
· 10.6 Database service
· 10.7 Primitives largely falls outside scope (Cognitive Radio control) until 10.7.4
Annex A 
(normative)
IEEE 802.22 regulatory domains and regulatory classes requirements
This annex describes the various technical parameters and specifications required by the various regulatory domains for operation of the IEEE Std 802.22 in the TV bands.

A.1 Regulatory domains, regulatory classes, and professional installation

Table A.1 specifies the regulatory domains and licensing regime where the IEEE 802.22 systems are planned to be authorized to operate in the TV bands.
Table A.1—Regulatory domains
	Geographic

area
	Regulatory domain ISO 3166 (3 Bytes)
	Licensing regime
	Approval

authority

	United States
	USA
	Unlicensed
	FCC

	Canada
	CAN
	Licensed
	IC

	United Kingdom
	GBR
	—
	OFCOM

	—
	—
	—
	—


1921HTable A.2 specifies the authorized regulatory classes under their respective regulatory domains.
Table A.2—Regulatory classes
	Regulatory domain
	Regulatory class and profile

	
	Fixed
	Personal portable

	USA
	Stationary fixed
	Mode I & IIa

	CAN
	Stationary fixed
	N/A

	—
	—
	—


aThe behavioral limits sets for Modes I and II are defined in the FCC Report and Order. However, IEEE Std 802.22 will only operate in portable nomadic Mode II.
Table A.3 specifies the requirement for professional installation of the WRAN BS and CPEs.
Table A.3—Professional installation requirement

	Regulatory domain
	Type of terminal
	Definition of professional installer

	
	BS
	CPE
	

	USA
	Professionally installed
	Professionally installed
	A professional installer is a competent individual or team of individuals with experience in installing radio communications equipment and who normally provides service on a fee basis—such an individual or team can generally be expected to be capable of ascertaining the geographic coordinates of a site and entering them into the device for communication to a database. 

	CAN
	Professionally installed
	N/A
	Same as for USA.

	—
	—
	—
	—


A.2 Radio performance requirements

A.2.1 Sensitivity and Noise 

Annex B 
(informative)
Sensing
This annex contains descriptions of a number of sensing techniques. A sensing technique is an implementation of the spectrum sensing function.

…
B.1 References
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�This needs to be revised.


�This is same as Abstract


�Created this as a term to describe the back end data storate, manipulation and SSD control system


�This is pretty thin. PtMP? Fully meshed with multiple back ends in a client-server(s) arcjhitecture?


�Don’t think we should define this – resolution should be a function and application, regulatory policy and hardware capability.
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