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Instructions required to modify the IEEE Std 802.22TM- 2011
1) Update "SCM version support" IE (7.7.11.3.3.1)

- change to bitmap specifying Null, Unicast Management, Unicast Transport, and Group SAs

- change IE title to "SCM capability setup"

- Change text to say " This IE allows the BS and CPE to negotiate which SCM operational mode will be engaged in (see Clause 8)."

2) add text to "PN Window Size" 7.7.11.3.3.2 and "SCM Flow Control" 7.7.11.3.3.3 IE so that these IEs are only relevant, or have to be included when 7.7.11.3.3.1 has the “Unicast Management SA” support bit set to 1
3) add 7.7.11.3.3.1-3 IEs w/in paradigm of REG-REQ/RSP IEs 
4) 1st section in Clause 8: new text has to reflect that CPE authentication is only started if CBC-REQ/RSP IE exchange enables NULL SA and enables one or more of the others.  If this IE is not present during CBC exchange, NULL SA is disabled and Unicast MGMT is enabled by default, other two SA’s can be reset with IE exchange. Authentication process is started when the CBC-REQ/RSP 7.7.11.3.3.1 IE has the “Unicast Management” SA bit set, as well as having the "PN Window Size" IE (7.7.11.3.3.2) and "SCM Flow Control" IE (7.7.11.3.3.3) have been exchanged between CPE and BS. 
5) a) In Section 8.2.2.7, table 187 remove the for-loop

b) In Section 8.2.2.7, Table 188 remove third line of for-loop 

c)  In Section 8.2.2.7, Table 188 in third line of for-loop, change values types to reflect NULL SA, Unicast MGMT SA, Unicast Transport SA, and GSA
6), In pg 250, section 8.1, indent a), change to say that protocol defines single cryptographic suite

7) pg 251, Section 8.1.1, 2nd paragraph: remove "when required by the selected cipher suite", add that data is protected by the TEKs if authentication is completed and “Unicast Transport” SA is enabled
8) in pg 252, section 8.1.2, 1st paragraph, change to indicate that this happens if “Unicast Transport” SA is enabled
9) pg 252, 8.1.3: 
- change b) to say that multicast mgmt are mapped to GSAs only

- change a) to say that transport connections are mapped to the "Unicast Transport" SA if it’s enabled, otherwise they are mapped to Null SA
- change c) to say primary and secondary management connections shall be mapped to “Unicast Management” SA
- add a d) to say multicast data is mapped to Null SA

10) pg 253, 8.1.4, change text here to mention that only one suite exists, 

11) change all of 8.2.1 to reflect that there is a Null SA, the unicast MGMT, unicast Transport (instead of primary/secondary), and GSA. 

12) 8.2.1.2, pg 254, clear up text in this section.  Null SA has multicast data, GSA has multicast management mapped up

13) update references to SAs in 8.2.2

14) pg 257, 8.2.2.4, for the "[TEK] Authenticated" event, change to unicast transport SA or GSA

15) pg 258 8.2.2.7, 3rd paragraph: change 1st sentence to say that the authentication configures PN windows size, flow control and other parameters for the unicast MGMT SA, Unicast Transport SA, and any GSAs (when they're used)

16) pg 259 8.2.2.7, 1st paragraph:

- 1st paragraph: change 1st sentence to say each SA-Descriptor identifies configuration of the crypto suite used in SA

- 1st paragraph: remove second sentence starting with "The selection of a static SA's..."

- 2nd paragraph: 1st sentence, change reference to Unicast Mgmt, and unicast transport

- 3rd paragraph: remove paragraph or change text to indicate if SCM setup ie not sent during initial network entry, causing authentication to be triggered, and subsequently unicast transport SA or GSA not enabled, no TEK state machine is started

17) pg 260 8.2.2.7, 1st paragraph:

- 1st paragraph: change to indicate that EC bit is set to 0 if and when PDU is mapped to null SA or for mulitcast transport data, or for unicast transport inf [?] unicast transport SA is not enabled. EC bit is set to 1 for Unicast management SA, and for unicast transport data when unicast transport SA is enabled.

18) pg 260 8.2.3.1, 1st paragraph: change to say key REQ
RSP is only engaged when Null SA is not engaged, while both unicast mgmt and unicast transport are engaged. If unicast transport is not engaged, then it is skipped

19) pg 261 8.2.3.1, 2nd paragraph, 1st sentence: change to say “For unicast transport SA, which uses AES-GCM mode, …”

20) pg 269, 8.2.4.3 & 8.2.4.5 change to indicate GKEK generation method is up to operator, remove reference to both 0x05 and 0x06 suites. Need to make sure other references to GKEK/GTEK reflect this.  Want to keep up-to-date the GSA addition/configuration messages

21) update all SCM messages to reflect the new paradigm

22) pg 272-273, section 8.2.7, update to reflect new null SA, unicast mgmt SA, unicast transport SA, and GSA

23) pg 281-282, section 8.4.1, default to one suite (AES_GCM with 128bit key TEK/GTEK) 

24) 282-283, section 8.4.2.1.2 “authentication only” change title to “no protection”, change text to indicate this is used when Null SA is configured, and add simple mention that this follows the default MAC PDU format in Clause 7 

25) pg 283-284, section 8.4.2.1.3 “authentication+encryption” remove reference to specific suites

26) pg 284-285, section 8.4.2.1.4 “encryption only” remove this section

27) pg 286, section 8.4.2.3, add text to define behavior for null SA
______________________
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Abstract


In an effort to ensure flexibility of system development, modifications to the operation of the security sublayer are proposed herewith.  These modifications will allow for operation of a network cell with or without the security sublayer.  If the security sublayer is enabled, the method for mutual authentication of the BS/CPE contained in the Standard is to be used.  The process for managing Security Associations (SAs), mapping of user traffic to SAs, as well as encryptiong/authentication of MAC PDUs has been streamlined. 
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