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3.2  Smart Home Energy Management with Advanced Charging ServicesCharging in Cooperative Energy and Smart Home Management

EV users who frequently commute between their workplace and home rely on an accessible charging infrastructure at both locations.  Often employees work in small to medium-sized office buildings, while their residence could be a small multi-family residence or a single-family dwelling, both needing EV charging connections.  As these vehicles can remain parked for several hours, L2 AC charging systems are most often used. At the most basic level, L2 AC charging is controlled by analog circuits within the charging device, operating standalone, with limited communications interface necessary apart from the vehicle battery management system negotiation for the charging session.
However, the expansion of EVs can lead to peak loads and bottlenecks in power flows and loads in the grid and at the house connection point. Integrating energy management systems (or energy management agents: EMAs) with EV charging systems is beneficial for small commercial building managers to avoid an overload and the associated emergency shutdown due to power limits. Similarly, homes or small multi-family dwellings with multiple charging stations can benefit from a comprehensive approach to maximize the utilization of charging resources. 
However, the integration of business power management with EV charging requirements is beneficial for small commercial building managers to maximize the utilization of charging resources, Similarly, homes or small multi-family dwellings with multiple charging stations can find a comprehensive approach to energy management to be advantageous,  As such,
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Figure N: Examples of Smart Home platforms that can be deployed on IEEE 802 networks

4. Distributed Energy System Support for EV Charging

1. Site-based energy storage: <e.g. for energy security through utility supply outages; optimizing energy costs; fine-grained management of V2B. Mostly site-contained LAN-based communications, local edge computing for energy modeling and optimization, potential connection to cloud e.g. a centralize enterprise-wise asset/operations management system. >
2. Connecting a fleet operator’s depots in a metropolitan area: <e.g. regional network connections between US Post Office or Amazon depots; the analogy is with data CDNs. >
3. Integration with offsite DERs: < e.g. communication with a local or regional wind generation site. LAN-based or (more likely?) MAN-based communications, depending on distance and data comms requirements; tighter integration possible for fleet-owned DERs. >
4. Integration with the serving utility’s distribution system: < e.g. connection with the serving substation for the exchange of control signals, analytical data, energy management e.g. DR Program 

5. Integration with the Smart Home Energy Management system: < e.g. connection with the serving substation for the exchange of control signals, analytical data, energy management e.g. cooperative smart home energy management, etc. >


Smart Home Energy Management Systems provide a coordinated approach to control and optimize the use of smart home devices such as heating, air conditioning, and distributed energy resources (DERs), thereby increasing energy efficiency (e.g., power balance, power-sharing, energy management) [6]. These systems enable high-level communication that allows a bidirectional energy flow among energy systems, including DERs and electric vehicles (EVs) as shown in Figure N [1]. This control facilitates the management of energy generated from DERs and EVs for consumption or storage within the collective EVs.
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Figure N: Examples of High level Protocol architecture that can be deployed over IEEE 802 networks


ISO/IEC 15067-3-30 standardizes the Energy Management Agent (EMA), which plays a crucial role in optimizing the energy use of home appliances by utilizing standardized two-way communication in smart homes. EMA is a self-contained autonomous software agent for energy management, capable of allocating and scheduling limited energy resources within residential and small buildings [2]. An EMA can be embedded in devices such as thermostats, smart appliances, or other consumer products like DERs and EV charging systems [3]. EMAs efficiently allocate energy among appliances within homes and among homes in a community, accommodating a mix of external and local energy sources linked to DERs or EVs [4]. In this system, EMA automatically react to demand-response (DR) events, charging and discharging EVs in optimal time slots, considering changes in energy consumption, time-of-use rate information, and users’ vehicle usage plans, similar to a virtual power plant (VPP). EMAs help optimize energy use in smart homes by using EVs as emergency backup power during outages and facilitate peak shifting by charging EVs during off-peak periods and discharging them during peak periods through V2G technology.
ISO/IEC 15067-3-31 specifies an interacting EMA protocol, called EMAP, for cooperative energy management in smart home environments [5]. EMAP is an application layer protocol that enables EMAs to exchange energy-related information, including DERs, pricing, and DR commands, to manage customer energy resources such as load, generation, and storage in homes, buildings, and apartment complexes. EMAP relies on standard-based IP communications, such as the Constrained Application Protocol (CoAP) and JavaScript Object Notation (JSON) messaging. CoAP is a specialized Internet Application Protocol for devices with limited processing capability, as defined in RFC 7252 [8]. 
IEEE standard 2030.5, the successor of Smart Energy Profile 2.0, has been developed to manage energy at the customer premises either directly or through a customer energy management system. It is an industry open standard based on open technologies like REST/HTTP and Extensible Markup Language (XML), operating over any physical layer that supports IP, such as Wi-Fi, ZigBee IP, Thread, Bluetooth, PLC, and Ethernet. 
Matter is a unifying, IPv6-based connectivity protocol for smart home and IoT (Internet of Things) devices. It uses transport layer protocols like TCP/UDP for network addressing and reliable data transmission. Matter supports an IPv6-based protocol over Wi-Fi, Ethernet, or Thread as a network communication protocol. Thread is a low-power wireless mesh networking protocol facilitating reliable communication between nodes. Matter 1.3 will expect to include home security cameras, energy management, and EV charging in 2024.

The smart home energy management framework, i.e., EMA framework, with Charging Services must extend high-level communication that allow a bidirectional energy flow among energy systems including DERs and EVs [1]. In this context, control of the energy systems will allow the management of energy flow generated from DERs and EVs for consumption or for storage in the collective EVs.
IEEE Standard 1609 specifies the architecture and services necessary for automotive communication, known as Wireless Access in Vehicular Environments (WAVE). It follows the open system interconnect model, supporting IP and its transport protocols, and leverages IEEE Std 802.11 as the wireless link technology. This standard facilitates direct vehicle-to-infrastructure (V2I) communication, enabling EVs to securely connect to the Electric Vehicle Supply Equipment (EVSE) to negotiate charging service parameters, similar to standard EV charging scenarios but with the addition of automated valet parking.
SAE J2836/J2847/J2931 and ISO/IEC 15118 are suites of standards of two-way digital communication between EV and EV supply equipment (EVSE) for smart charging and discharging control [7]. 
The IEC 63380 series defines the secure information exchange between local energy management systems and EV charging stations, separate from the charging interface for EVs as specified in ISO 15118 or IEC 61851-1. Local energy management systems communicate with charging station controllers, where the charging infrastructure is managed by the operator of the private electrical network, and local energy management systems are used for local load management. 
IEC 63380-3 specifies the application of relevant transport protocols: SPINE (Smart Premises Interoperable Neutral-Message Exchange) and SHIP (Smart Home IP). SPINE serves as a neutral message framework to model common communication protocols, enabling interactions between SPINE devices and local energy management systems. SHIP describes an IP-based approach for interoperable connectivity of smart home appliances, covering local SHIP nodes in the smart home, web server-based SHIP nodes, and remote SHIP nodes. SHIP nodes may use different physical layer approaches, such as Wi-Fi or powerline technologies. An IP router can connect different physical networks and provide internet access, but this is outside the scope of the SHIP protocol. Both IPv4 and IPv6 are permitted on the IP layer. IP addresses can be preconfigured, assigned via a DNS server, Stateless Address Autoconfiguration (SLAAC), or other appropriate means. A SHIP node must support Multicast Domain Name System/Domain Name System–Service Discovery (mDNS/DNS-SD) for local device/service discovery. The SHIP protocol is based on TCP, TLS, and WebSocket.

These protocols do not cover the communication interface between the energy management system(s) and the charging station, including electric vehicles, such as the management of energy transfer of the charge session, contractual and billing data provided by the energy management systems. These protocols should be extended to transmit information about procurement and tariff-optimized operation from the Smart Home Energy Management System to the charging infrastructure and electric vehicles so that it can coordinate EV charging plans according to local requirements. Therefore, it is crucial to define a standard IEEE 802 communication interface for connecting electric vehicles and/or charging stations to local energy management systems, separate from the physical charging interface for electric vehicles according to ISO 15118 or IEC 61851-1.

As Level 2 AC charging is controlled by analog circuits within the charging device and the EV, there has been no need for communications interfaces on either to support the charging function. Nevertheless, some vendors have included wireless communications capabilities in their wallbox products to provide user access to additional Advanced Charging services. Examples include Bluetooth™ for charging station configuration using a vendor-provided app on the user’s smartphone; and Wi-Fi® for communication between the charging station and the vendor’s cloud-based charging network (and device) management system, via the user’s home Wi-Fi AP/router. This external connectivity offers opportunities for consumers and building managers integrate secondary communications for EV charging management such as selecting advantageous utility time-of-day pricing structures, reservation systems, charging payment processing, Vehicle to Grid energy transfer (VTG), etc.  
Accordingly, the secondary connectivity should be able to transmit information about procurement and tariff-optimized operation from the Smart Home Energy Management System (HEMS) to the charging infrastructure and electric vehicles. This allows for coordinated EV charging plans according to local requirements. For example, the HEMS knows that one family member leaves for work at 8 AM, while another works from home and uses their EV less frequently. It schedules charging for the first EV overnight to be fully charged by 8 AM and charges the second EV in the early afternoon when rates are low and grid demand is minimal.
The HEMS also integrates personal schedules and preferences to create personalized charging plans. It dynamically balances the load across residential, commercial, and public charging stations by scheduling residential EV charging during off-peak hours, prioritizing commercial EV charging based on work schedules, and adjusting public charging station availability based on real-time charging data and grid demand. If there is an unexpected drop in temperature or a sudden increase in grid demand, the system sends notifications to users and automatically reschedules charging sessions to ensure efficiency and grid stability.
 
Such EV charging services use IEEE 802 communications (Wi-Fi) in a limited way, and depend on the device vendor (or service provider) and utility to partner on providing service offerings. Developments in Smart Home promise to expand opportunities for EV charging to participate in comprehensive, dynamic cooperative energy management.
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